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Introduction

The Matrikon OPC Server for DDE follows the requirements of the OPC specification to provide
data access to any OPC clients. This setver implements version 1.0a and 2.0 of the OPC custom
interface, which is typically used by C++ and Delphi programs.

The server provides an interface to the local node DDE Server, using Microsoft’s Dynamic Data
Exchange Management Library (DDEML), which, when used in conjunction with the netDDE
services, provides access to any remote DDE server.

Also, the server is optimized for performance and uses multithreaded technology to provide efficient
response to client requests. This approach allows multiple clients to connect to and effectively use
the resources of a server.

Who Should Use This Manual

This manual is intended for all users of the OPC Server for DDE . It explains how to install and
configure the software as well as how to perform common tasks. In addition, technical information
about OPC Data Items is included along with sections on diagnostics and troubleshooting,.

Overview of Manual

This manual consists of several chapters and is structured as follows:
1. Introduction: this introductory chapter.

2. Getting Started: provides instructions for installing the server and how to contact
Matrikon’s support group.

3. Configuration: shows you how to start and configure the server and describes each
component in detail, including the windows, panels, and menu commands.

4. OPC Data Items: describes the server’s items.

5. Diagnostics: explains how to use logging, statistical items, data qualities and timestamps,
and result codes to get the most efficiency from your system.

6. Troubleshooting: provides solutions for common problems you may encounter and
answers frequently asked questions.

7. OPC Compliance: details server’s OPC compliance with regard to installation common
interfaces and data access.

In addition, Appendix A, B, and C cover DCOM, aliases, and standard data types.

References

No external references
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Getting Started

This chapter contains important information about installing the server and how to contact
Matrikon’s support group.

The System Requirements section shows you how to avoid future problems by ensuring that your
system meets the minimum software and hardware requirements. Detailed, step-by-step instructions
in the Installation section take you through the installation process and lists the files that are
installed during this process. When you have installed the server, read the Licensing section to learn
how to obtain the appropriate license. If you have any problems during the installation or licensing of
the server, the Contacting Support section tells you how to contact Matrikon’s support group for
help.

System Requirements

The server has both Software and Hardware minimum system requirements. These requirements
must be met in order for the server to work propetly.

2.1.1 Software Requirements

The server requires, at a minimum, the following software:

o  Microsoft Windows NT 4.0 Service Pack 5

2.1.2 Hardware Requirements

The server requires, at a minimum, the following hardware:

e Intel Pentium II 200MHz

e (64MB RAM
25 MB Hard Drive
Installation

Once you are certain that your system meets the system requirements, you ate ready to install the
server.

To install the server, perform the following steps.

1. Insert the OPC Setrver for DDE CD into your CD drive.

2. If the Matrikon Welcome dialog box does not appear automatically, double-click the
Matrikon OPCDDE.exe file.

Version 1.0—OPC Server for DDE
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The Matrikon Welcome dialog box (Figure 2-1) appears.

elcome

@ Mafrikon

Solutions for Indu

“welcome to Matrikon OPC Server for SCAD&
% DMP3 Setup pragram. Thiz program will install
—  Matrkon OPC Server for SCADA DMNP3 on wour
compLiter.

Itiz strongly recommended that you exit all Windows programs
befare running thiz Setup Pragram.

Click Cancel to quit Setup and cloge any programs you hawve
unhing. Click Mext ta continue with the Setup prograrm .

WARMING: Thiz program iz protected by coppright law and
international treaties.

Unautharized reproduction or distibution of thiz progrann, or any
portion of it, may result in zevere civil and criminal penalties,
and will be prosecuted to the maximumn extent pozsible under
law.

Cancel |

Figure 2-1. The Matrikon Welcome dialog box.

3. Read the information in the dialog box, and then click Next.

The Read Me File dialog box (Figure 2-2) appears.

Read Me File

o o
=
=
=
o

=
A
=
S
=
k=
w
=
=
=
=
-

End-User License Agreement -

Fleaze read this document carefully before proceeding.
This Agreement licenses the saftware to you and containz
warranty and liability disclaimers. By downloading the
zoftware, vou are confirming your acceptance of the
zoftware and agreeing to become bound by the temns of
thiz Agreement. If you do nat wish to do sa, click 'do not
accept” below and do not download the softwane.

1. Definitions

[a] "Matrikon Software® means the software program
covered by thiz Agreement, and all related updates
supplied by Matrikon.

[b] “Matrikon Product” means the b atrikon S oftware and
the related documentation and content, and all related
updates supplied by Matrikaon.

hdl

< Back Cancel

4. Read the Read Me file, using the scroll bar to view the entire message, and print it out for future

reference. Click Next.

Figure 2-2. The Read Me File dialog box.

Version 1.0—OPC Server for DDE
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The Choose Destination Location dialog box (Figure 2-3) appeats.

hoose Destination Location

@ Mafrikon

Solutions for Indus

ity

Setup will install ¢ atrikon OPC Server for SCADA DMP3 in the
follawing falder.

Ta install into & different folder, click Browse, and select
ahother folder.

‘You can chooze not to install Matrikon OPC Server for SCADA
DMP3 by clicking Cancel ta exit Setup.

Drestination Folder
’7E:\Program Filez'h atrikon\OPC Browse... |

< Back Cancel I

Figure 2-3. The Choose Destination Location dialog box.

Click Next to install the server files into the default location.

Alternatively, you can click Browse to navigate to a different installation folder.

The Select Components dialog box (Figure 2-4) appears.

x

In the options list below, select the checkboxes for the options
that you would like to have installed. The digk space fields
reflect the requirements of the options you have selected.

W Matrikon OPC Server for SCADA DNP2 2887 k

¥ Matrikon OPC Explorer 1611 k

W Matrikon OPC Dé Automation DLL 1103 k

W Standard OPC Prosp/Stubs 180k

¥ Standard OPC List Server 214k

foar
=
=
=
o

3
=
=
£
=
-
g
2
=
[=]
v

Digk Space Required: 5995 k
Dizk Space Remaining: 4425437 k

Cancel

< Back

Figure 2-4. The Select Components dialog box.

6. Leave all the checkboxes selected in order to install all the server components (you may deselect
the checkbox for components that you do not want to install), and then click Next.

Version 1.0—OPC Server for DDE
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The Select Program Manager Group dialog box (Figutre 2-5) appears.

Select Program Manager Group il

Enter the name of the Program Manager group to add M atrikon
OFC Server for SCADA DMP3 icohs bo:

tatrikon OPCASCADA DMNP3

23CPE2 protocal corverter -
Accessones

Administrative Tools

Adobe Acrobat 4.0

ASE2000 Comm Test Set

AzpenTech

Borland Delphi 5

Canary Trending

Control Microsystems

CubServerB70 Master

DevTrack

GlobalSCAPE

ICE

Jaze Software LI

@ Marikon

Cancel I

Figure 2-5. The Select Program Manager Group dialog box.

7. Click Next to add the server icons to the default program manager group. Alternatively, you may
scroll to select another program manager group from the list box.

The Start Installation dialog box (Figure 2-6) appears.

Start Installati x|

'ou are now ready toinstall Matikon OFC Server for SCADA
DMP3.

Prezs the Next button to begin the inztallation or the Back
buttan to reenter the installation information.

)
=
=
wh
=
=]
=
(=]
v

- o
=
=
=
o

< Back

Carncel |

Figure 2-6. The Start Installation dialog box.

8. Click Next to begin the installation of the server. Alternatively, you may click the Back button
to change any of the installation information.

The server files are copied to you machine.

5
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9.

10.

11.

12.

The Registration Information dialog box (Figure 2-7) appeats.

egistration Information il

Mame

Company

Address

Zip Code

Solutions for Industii

Ernail
Address

Phone
MHurnber

!
|
City/State I
!
|
|

@ Matikon

Computer IJEFF-EAULFIELD
Mame

“r'ou must enter all fields to continue. Nest > | Cancel I

Figure 2-7. The Registration Information dialog box.

Enter your name and email address, as well as the name, address, and telephone number of your
company in the appropriate text boxes.

Click Next.
The Transaction Number dialog box (Figure 2-8) appears.

This gerver requires software licensing to ik beyond the
dema time: limit.

If you are installing dema version of the server enter
‘Evaluation' as the tranzaction number.

If pou hawve purchazed the server from Matrikan, enter
vour transaction number.

Tranzaction
Mumber

The registration file "AuthroizeReguest. MTE" will be generated in
the C:APROGRA™1T \MatrikonhOPCYS CADA DNP3S directony.
Please email this file to support. icense@matrikon. com to receive
wour authorization file.

3
=
=
£
=
-
z
=
=
[=]
vl

Select the below option to autamatically send the
AuthorizeRequest MTE file to Matrkon. 'ou must have access ta
the internet for thiz option to work properly.

[~ Select to Automatically send this file to b atrikan

< Back | Mext » | Cancel |

Figure 2-8. The Transaction Number dialog box.

If you are installing the software as a demo version, type “Evaluation” in the Transaction
Number text box. If you have purchased the software, enter the transaction number you were
given by the Matrikon support representative in the Transaction Number text box.

When you have entered your transaction number, a registration file is generated in the server
installation directory (AUTHORIZEREQUEST.MTK). To receive your authorization file
(which you require in order to wuse the server) email this file to Matrikon
(supportlicense@matrikon.com).

Select the Select to Automatically send this file to Matrikon checkbox to have the file
emailed to Matrikon automatically, and then click Next.

Version 1.0—OPC Server for DDE
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The Installation Complete dialog box (Figure 2-9) appears.

-_{3: Installation Complete

itstalled.

Press the Finish button to exit this installation.

=
en
-
=
A
=
i
5
=
w
=
H=
=
=]
v

[~ Do pou wizh ta install the server as a service?

e
=
=
=
o

T Finigh >

Iatrikon OPC Server for SCADA DMP3 has been successfully

x|

Figure 2-9. The Installation Complete dialog box.

13. Click Finish to complete the installation and to exit the installation program.

The necessary files are copied to the target computer, the software components are registered,

and short-cut icons are created in the Start menu.

The files in Table 2-1 are installed by default in:

C:\PROGRAM FILES\MATRIKON\OPC\DDE

Table 2-1. Installation Files Installed in C:\PROGRAM FILES\MATRIKON\OPC\DDE

File name Description

OPCDDE.exe Server executable.

PSTCFGDDELib.ocx Server ActiveX configuration panels.

AUTHORIZEREQUEST . MTK Licensing request file (please send to Matrikon).
HTTPCLT.EXE Generic web client used fo email the authorization request.
INSTALL.LOG Installation log file.

UNWISE.EXE Uninstall program for the server.

ReleaseNotes Release Notes for this server.

The files in Table 2-2 are installation by default in:

C:\PROGRAM FILES\MATRIKON\OPC\COMMON

Table 2-2. Installation Files Installed in C:\PROGRAM FILES\MATRIKON\OPC\COMMON

File name Description

PSTCFG.EXE Matrikon product configuration utility.
PSTCFGPS.DLL Matrikon product configuration marshalling library.
OEM MATRIKON OPC.DLL Matrikon OPC OEM badge library.

e

Version 1.0—OPC Server for DDE

7
5/4/2004



File name

Description

PSTCFGSCADALIB.OCX

SCADA communication channel ActiveX configuration panels.

HINSTALL.EXE

Hardware key device driver installation utility.

MTKAUTHORIZE.EXE

Matrikon product authorization utility.

MTKSWL32.DLL

Matrikon software licensing library.

OPCEXPLORER.EXE

Matrikon OPC Explorer — a general-purpose OPC client useful for testing the
capabilities of this or any other OPC server.

OPCAUTO.DLL

Matrikon OPC Automation Component — enables developers to access OPC data
from client applications developed using Automation tools such as Visual Basic, VBA,
and VB Script.

OPCDA20_ AUTO.DOC

Matrikon OPC Automation Component interface standard.

EXIMG.DLL

Component of OPC Explorer.

LICENSE.TXT

End-User License Agreement.

OPCHDA PS.DLL

The proxy-stub file to allow OPC dients to make remote connections to an OPC HDA
server.

OPCHDA10 AUTO.DOC

Developer documentation for the HDA Automation Component.

OPCHDAAUTO.DLL

Matrikon OPC HDA Automation Component — enables developers to access OPC
HDA data from dient applications developed using Automation fools such as Visual

Basic, VBA, and VB Script.

The files in Table 2-3 are installed by default in the Windows 2000/ NT SYSTEM32 folder.

Table 2-3. Installation Files Installed in the Windows 2000/NT SYSTEM32 Folder

File name

Description

EXPREVAL.DLL

Expression Evaluation library for alias scaling equations.

OPCPROXY.DLL

OPC Data Access 2.0 and 1.0a interfaces and marshalling library.

OPCCOMN PS.DLL

0PC Common interfaces and marshalling library.

OPC _AEPS.DLL

OPC Alarms and Events 1.0 interfaces marshalling library.

ACTXPRXY.DLL

ActiveX interface marshalling library.

OPCENUM. EXE

OPC server list component.

2.3

e

Licensing

Most Matrikon OPC products require some form of license criteria to be met in order to function
fully. Licensing for a particular server can use either a hardware key or a software key. The OPC
Server for DDE supports the following:

Version 1.0—OPC Server for DDE
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Licensing Supported
Software YES
Hardware NO

Hardware keys

For servers that support hardware key licensing, a HASP hardware key coded to that particular
program can be purchased. This key must be securely fastened to the parallel port of the computer
on which the server is installed. It does not interfere with hardware keys from other vendors, nor
does it affect other normal parallel port applications, such as printing.

If a server uses hardware licensing, then the installation program will install a device driver for HASP
keys on the target system. When the server starts up, it will display a message box if it does not detect
the correct key. It will then function for a demonstration period of two hours before “timing out”.
At this point all device communication will cease.

Software keys

For products that support feature- and computer-specific software licensing, a license is issued that is
specific to a given set of features in the application, and the computer on which it is installed. The
license will not work on another computer, and will only support the features that have been
purchased. The balance of this section describes this licensing method in more detail.

The software licensing process works as follows:

To license the software:

1. When you have finished installing the software, send AUTHORIZEREQUEST.MTK to
Matrikon’s support group. They will send you an authorization file.

2. When you receive the authorization file from Matrikon, run the Software Authorization
licensing program, and select the option to License this software.

To transfer or remove the software license:

1. Send REMOVEREQUEST .MTK to Matrikon’s support group. They will issue a removal key file,
REMOVE . MTK.

2. When you receive the removal file from Matrikon, run the Software Authorization licensing
program, and select the option to De-license this software.

3. When the software has been successfully de-licensed, send REMOVEVALIDATE.MTK to
Matrikon’s support group.

To create a new authorization request on the same computer:

> Run the Software Authorization licensing program, and select the Create authorization request
option. This option is normally disabled, so you will have to contact Matrikon’s support group
for information on how to use this option.

2.3.1  Requesting a Software License

Software licensing is specific to a particular computer, so a license key cannot be created and issued
until the software is actually installed on the machine where it will be used.

Version 1.0—OPC Server for DDE
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To accommodate this, an Authorization Request file is created, based on information that you
provide during the installation process. This text file is named AUTHORIZEREQUEST . MTK, and is
created in the folder where the software is installed. The file contains all the information needed for
Matrikon to issue a software license.

The install program gives you the option of emailing the request file to Matrikon automatically during
installation. If you do not select this option, you can manually send the file to Matrikon’s support
group via email or FTP. Alternatively, you can call our support team and provide them with the
information contained in this file. For Licensing contact information, see section 2.3.

Once Matrikon receives the request file, a software license key will be issued to you. The method for
authorizing the software with the supplied key is discussed in section 2.3.3.

2.3.2 The Software License Key

If you have purchased the software and sent in the authorization request file, a software license key
file will be issued to you. Typically, the key file is sent by email, however there are alternative
methods of receiving the software key; these methods are outlined during the installation process.

When you are sent the key via any file-based method (for example, email, ftp, or floppy disk), the key
is contained in a file named AUTHORIZE .MTK. If you receive the key information by another
method, you must enter the information into a file that you create, based on instructions from
Matrikon’s support group. You can use a text editor such as Notepad to create the file.

When you have received or created the file, make a backup copy before you do anything else. You
can use the backup file to reauthorize the software should you need to reinstall it at a later date on
the same computer. After you have made a backup copy, store the original file in the folder where
the server has been installed.

2.3.3 The Software Authorization Licensing Program

Matrikon provides a Software Authorization licensing program that is used to license and de-license
their driver software, create authorization requests, and enable temporary authorization.

Table 2-4 describes the software licensing options that are available. When you select an option, a
default path and file name for the selected option is displayed in the Authorization file path field.
Normally the default information does not need to be modified, but you can modify this field if
required. You can also use the Browse button next to the field to locate a specific authorization file.

Table 2-4 Sofiware Authorization Licensing Options

Authorization Option Description

Creates a software license request file to be submitted to Matrikon. Normally you do
not need to select this option, as a request file is generated automatically during the
installation of the product. This option is normally disabled; contact Matrikon if you
wish to use this option.

Create authorization request

Reads the specified authorization key file, which contains a license key provided by

License this software . o _
Matrikon. If the authorization file is valid, the produdt is licensed for use.

Removes the licensing for the product that was previously licensed. Use this option if
De-license this software you want to transfer the license to a different computer or return the software after
an evaluation period. Refer to section 2.3.3 for further details.

@
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Authorization Option

Description

Allows the product to run in fully functional mode for a specific number of days from

Enable temporary authorization the installation date, typically 30 or 90. Use this option if you did not enable

temporary licensing during installation.

e

234 Licensing the OPC Server for DDE

With the key file residing in the application’s installation folder, you can now authorize the software
to use the license key by running the Software Authorization licensing program provided.

To license the software:

1. Click the Windows Start button, point to Programs, point to Matrikon OPC, point to OPC
Setver for DDE | and click License Utility.

The Matrikon Software Authorization dialog box (Figure 2-10) appears, displaying a list of

licensing options.

MTK Software Authorization

—Select Licensing Option———— :

" Create authorization request
% License this software
" Dedlicense this zoftware

" Enable temparary authorization

Luthorization file path:
CAPROGRA™T M atrik anhOPCAS CADA ModbushAutharize MTE I

Cancel I (] I

Figure 2-10. Licensing the sofiware.

2. Select the License this software checkbox.

3. If the default information is not correct, modify it. Use the Browse button to locate the

authorization file.

4. Click OK.

The application processes the key file and a confirmation message verifies that the software has
been successfully licensed. If an error occurs, note the error information carefully, and contact
Matrikon’s support group.

2.3.5 Removing the Software License

If you want to install the software on a different computer, or return the software, you must de-
license the currently installed version first.

To de-license the software:

Version 1.0—OPC Server for DDE
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1. Send the file REMOVEREQUEST . MTK to Matrikon’s support group for processing. This file was
generated during the authorization process, and is located in the folder where the software was
installed.

Upon receipt of this file, Matrikon will send you a de-licensing key file named REMOVE . MTK.

2. Copy REMOVE . MTK into the installation folder.

3. Click the Windows Start button, point to Programs, point to Matrikon OPC, point to OPC
Server for DDE | and click License Utility.

The Matrikon Software Authorization dialog box (Figure 2-11) appears, displaying a list of
licensing options.

MTK Software Authorization

—Select Licenzing Option——— i
" Create authorization request
" License this software
% Dedicense this zoftware

" Enable temparary autharization

Authorization file path:
CAPROGRA™T WM atrik anhOPCAS CADA MaodbushRemowve MTE I

Cancel I Ok I

Figure 2-11. De-licensing the software.

4. Select the De-license this software checkbox, and then click OK.

A validation file named REMOVEVALIDATE .MTK is created to confirm that the software was
de-licensed correctly

5. Send REMOVEVALIDATE.MTK to Matrikon’s support group.

2.3.6 Transferring the Software License

If you are transferring the software to another computer, you can install it there first, and send your
new authorization request file along with the de-license validation file at the same time. Matrikon will
then issue you a license authorization file for the new installation.

Before you receive your new license, you can use the temporary authorization feature (see section
2.3.7) to enable the software immediately on the new installation.

2.3.7 Enabling Temporary Authorization of the Software

In addition to creating the authorization request file, the installation program also provides you the
option to create a temporary software license key. This allows you to use the software before
receiving your permanent software license key or, if you’re evaluating the software, to try it before
purchasing.

Version 1.0—OPC Server for DDE
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The temporary key allows the product to run in fully functional mode for a specific amount of time
from the installation date, typically 30 or 90 days. If you do not select this option during installation,
you can perform temporary authorization at a later time.

To enable temporary authorization of the software:

1. Click the Windows Start button, point to Programs, point to Matrikon OPC, point to OPC
Server for DDE , and click License Utility.

The Matrikon Software Authorization dialog box (Figure 2-12) appears, displaying a list of
licensing options.

MTK Software Authorization

—Select Licenzing Option———

" Create authorization request
" License thiz software
= Delicense thiz software

i+ Enable tempaorary authorization
|

Authorization file path:
;C: SPROGRA™T\Matrkon W OPCYSCADS ModbusdbuthonzeReguest MTE I

Cancel | Ok I

Figure 2-12. Sofiware Authorization licensing options.

2. Select the Enable temporary authorization checkbox.

3. If the default information is not correct, modify it. Use the Browse button to locate the
authorization file.

4. Click OK.

The application processes the key file and a confirmation message verifies that the software has
been successfully licensed. If an error occurs, note the error information carefully, and contact
Matrikon’s support group.

2.4  Contacting Support

Matrikon’s supportt is available Monday through Friday, 9AM to 5PM Mountain Time.
Email: supportlicense@matrikon.com
Phone: 780 448-1010, extension 4011

Fax: 780 448-9191

13
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Configuration

The server’s graphical user interface allows users to view and alter configuration parameters at run
time. When a user views a configuration parameter, the information is retrieved and displayed.
Updated parameters are sent as a group to the server when submitted.

Limited configuration of the OPC Server for DDE is required in order for it to run properly, but
users can customize the server’s behavior as required. This chapter shows you how to start and
configure the server and describes each component in detail, including the windows, panels, and
menu commands.

The first section, Starting the OPC Server for DDE , shows you how to start the software. The
next four sections describe The Tool Tray Menu, The Control Panel, The Configuration
Window, and The Options Dialog Box in detail. Instructions for configuring the OPC Server for
DDE appear in the Dynamic Data Exchange (DDE)

The Server may act as a DDE Service. In this way, a DDE client can request data from the Server
using the following DDE commands:

XTYP_POKE - Write data to an item in the Server.
XTYP_REQUEST - Read data from an item in the Server.
XTYP_ADVREQ - Read latest data from an active advise loop.

XTYP_ADVSTART - Create and activate an advise loop on a single item in the Server.

XTYP_ADVSTOP - Stop and destroy an advise loop on a single item in the Server.

DDE Setrvice can be enabled or disabled using the check box. Note, that these options will not be
available if the Server does not support DDE.

Items within the Server can be referenced using the following syntax:

SERVICE_NAME | ITEM | SCANDETAILS

SERVICE_NAME represents the name of DDE Service. The first edit box specifies the Service
name used by this Server.

ITEM must be the Item ID of some point within the Server.

SCANDETAILS is a combination of the desired scan rate of the Item, and an access path. One or
more delimiting characters separate the scan rate and access path. The second edit box can be used
to change the delimiters. The Delimiting characters must be provided when referencing an item in
the Server, however the scan rate and access path are optional. However, if no scan rate is specified,
only data contained in the Server cache will be available through DDE, and an advise loop will not
update if no scan rate is specified for the item.

Changes to the DDE options will not take effect until the Server is restarted.

Version 1.0—OPC Server for DDE
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3.1

3.2
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NOTE:

DDE Name Syntax
DDE Names may be described in the following syntax:
SERVICE | TOPIC ! NAME

In this case, consider the TOPIC to be the Item 1D, and the NAME to be a combination of the scan rate
and access path.

Server Configuration section. The Alias Configuration section shows you how to create user-
defined aliases in place of regular OPC items.

Starting the OPC Server for DDE

Start the server using the shortcut under the Matrikon OPC program folder in the Windows Start
menu. In addition, the server will automatically start up when a client (such as Matrikon OPC
Explorer) first tries to connect to it. If the server is installed as a 2000/NT setvice, you can also start
it using the Service Control Manager applet (under the Windows 2000/NT Control Panel).

If the server is not installed as a 2000/NT service, the OPC Server for DDE welcome screen
appears briefly when the server starts up.

To start the OPC Server for DDE :

> Click the Windows Start button, point to Programs, point to Matrikon OPC, point to OPC
Server for DDE , and click OPC Server for DDE .

The server starts and the Matrikon logo @ appears in the Tool Tray (Figure 3-1), located by
default at the bottom right of the Windows desktop.

O DBEG 1227pM
Figure 3-1. The Tool Tray.

The Tool Tray Menu

The Tool Tray Menu provides access to the Control Panel, the Configuration Window, Online
Help, and the About screen. It also contains the command to shut down the server.

To view the Tool Tray Menu:

> Right-click the Matrikon logo @
The Tool Tray Menu appears (Figure 3-2).

Version 1.0—OPC Server for DDE
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Show Control Panel
% Configure. ..

o Shutdown

& Help F1

About, ..

Figure 3-2. The Tool Tray Menu.

Table 3-1 describes the commands in the Tool Tray Menu.

Table 3-1. The Tool Tray Menu

Command

Description

Show Control Panel

***)

Displays the configuration control panel (see section

% Configure

***)

Displays the main configuration window (see section

33

e

& Shutdown Shuts down the server.

& Help Displays the online help.

About Displays the server's welcome screen, which includes information about the software.
Note:

available.

If the server is installed as a 2000/ NT service, the Tool Tray and the Tool Tray Menu are not

The Control Panel

The Control Panel displays the servet’s status, the time and the number of clients. I also provides
access to the Configuration Window and the About screen and contains the command to shut

down the server.

The Control Panel stays on top of every other window on the desktop to help monitor the status of

the server.

To view the Control Panel:

1. Right-click the Matrikon logo @

The Tool Tray Menu appears.

2. From the Tool Tray Menu, sclect Show Control Panel.

The Control Panel appears (Figure 3-3).

Matrikon OPC Server
for SCADA DNP3

Statu:
Time
Clients: 0

Configure Shutdown About

Figure 3-3. The Control Panel.
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3. To “window shade” the Control Panel so that it displays only the client count, double-click the
title bar

Table 3-2 describes the commands in the Control Panel.

Table 3-2. The Control Panel

Command Description

Status Displays the current status of the server.

Time Displays the current time.

Clients Displays the total number of OPC clients presently connected to the server.

Configure Display the main configuration window.

Shutdown Shut down the server.

About Display the server's Welcome screen, which includes information about the software.
Note:

If the server is installed as a 2000/ N'T service, the Control Panel is not available.

3.4  The Configuration Window

The Configuration Window is used to configure the server. It displays the current configuration
and allows you to change configuration parameters.

To view the Configuration Window:
> From the Tool Tray Menu or the Control Panel, select Configure.

The Configuration Window appears (Figure 3-4).

17
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f-UMatrikon OPC Server for DDE - Untitled*

File Edit WYew Tools Help

=101 x]

QD EBE FH x = ¢

P .1/

Current configurakion:

gy Aliaz Configuration

Reset Statiztics I

@ Matrikon

| Clients: 0 |Server Time: 5{4/2004 9:55:41 AM

Figure 3-4. The Configuration Window.

Table 3-3 describes the commands in the Configuration Window.

Table 3-3. The Configuration Window

Command Description
Main menu Provides access to the File, Edit, View, Tools, and Help menus.
Main toolbar Provides shortcut buttons for commands in the main menu (context-sensitive).
S Displays a tree of configuration objects currently defined in the server. Select an object to display its
Current configuration L X
current seftings in the right-hand panel.
Server Configuration Objects under this node affect how the server communicates with the data source.

Alias Configuration

Define aliases and alias groups under this node.

Object settings panel

Displays the current settings of the object presently selected in the tree.

e
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Command

Description

Statistics panel

Displays available statistics for the object presently selected in the tree: Sent, Received, Timed out,
Retried, Failed, Overrun. See chapter 5 for more details.

Reset Statistics

Resets statistics on the object presently selected in the current configuration tree.

Matrikon logo

Opens a link to the Matrikon web site.

Clients

Displays the total number of OPC clients presently connected to the server.

Server Time

Displays the current time.

Note:

If the server is installed as a 2000/ NT service, the Tool Tray Menu and Control Panel are not
available. In this case, you must use the Windows Start menu to open the Configuration Window.

The following sections describe the menus that are contained in the Configuration Window and

what they are used for:

3.4.1 The File Menu

Table 3-4 describes the commands in the File Menu.

Table 3-4. The File Menu

Command Description
0y Clear the current configuration and start a new one. Prompts the user for confirmation before
New Lo . .
continuing if OPC clients are still connected to the server.
Clear the current configuration and load a new one from an existing file. Displays the Open
(= Open Configuration dialog box to prompt for the file name. Prompts the user for confirmation before
continuing if OPC clients are still connected to the server.
= Save the current configuration to an XML file. Displays the Save Configuration dialog box to prompt
Save ' . o
for a new file name if the configuration is new and has no been saved before.
B Save As Save the current configuration to an XML file. Displays the Save Configuration dialog box to prompt

for a new file name.

5 Export Aliases

Export all currently configured aliases to a CSV file. Displays the Export Aliases dialog box to prompt
for a file name.

] Import Aliases

Clear all aliases and import new ones from a CSV file. Displays the Import Aliases dialog box to
prompt for an existing file name.

Close the current configuration and shut down the server after signalling the shutdown event to all

€ Shutdown Server | connected clients. Prompts the user for confirmation before continuing if OPC clients are still
connected to the server.
Close Hide the main configuration window. The server shuts down after a short delay if no OPC clients are

currently connected fo the server.

e
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3.4.2 The Edit Menu

Table 3-5 describes the commands that appear in the Edit Menu when the currently selected object
appears under the Server Configuration node.

Table 3-5. The Edit Menu in the Server Configuration Node

Command Description
Undo/Can't Undo | Not implemented.
Remove the currently selected object from the server configuration. Prompts the user for confirmation
# Delete before continuing if OPC clients have references to items associated with the selected object or one of its
children. Does not remove such objects but simply disables them and sets them to “marked for deletion”.
T Display the Insert New Object dialog box used to create a new configuration object under the currently
EZF Define New o
selected configuration object.

Table 3-6 describes the commands that appear in the Edit Menu when the currently selected object
appears under the Alias Configuration node.

Table 3-6. The Edit Menu in the Alias Configuration Node

Command Description
Undo/Can’t Undo Not implemented.
¥ Rename Rename the currently selected alias group.

2 Delete Alias Group

Remove the currently selected alias group and all subordinate groups and aliases.

Delete Alias

Remove the currently selected aliases.

¥ Insert Alias Group

Create a new alias group under the currently selected alias group.

Insert New Alias

Display the Insert New Alias dialog box used to create a new alias under the currently selected alias
group.

3.4.3 The View Menu

Table 3-7 describes the commands in the View Menu.

Table 3-7. The View Menu

Command Description

Statistics Display/hide general communication statistics for the currently selected object.
¥ Properties Not implemented.

Reset Statistics Reset all statistics for the currently selected obiject to zero.

Display the Server Defaults dialog box used to configure the default settings for the various types of

Defaults communication objects available in the server.
Refresh Rebuild the tree display of the server configuration and fully expand all branches.
Options Display the Options dialog box used to change general server options.

e
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3.44 The Tools Menu

Table 3-8 describes the commands in the Tools Menu.

Table 3-8. The Tools Menu

Command Description
Launch the Microsoft Distributed COM Configuration Properties utility. Use this utility to edit DCOM
=1 DCOM Configuration | settings for specific COM servers (such as the 1.0) to allow client applications on remote computers
to connect fo the server.

3.4.5 The Help Menu

Table 3-9 describes the commands in the Help Menu.

Table 3-9. The Help Menu

Command Description

& Contents Open the table of contents for online help.

Index Open the topic index for online help.

Matrikon on the Web Open a link to the Matrikon web site.

About Display the 1.0 welcome screen, which includes information about the software.

3.5 The Options Dialog Box

The Options dialog box is used to edit the server’s options. The Options dialog box contains four
different tabs that, when clicked on, display a different set of option settings, including General,

General Logging, Interface Logging, and Advanced.

3.5.1 General Options

The General settings allow you to edit general server options.

To view the General Options:

1. In the Configuration Window, from the View menu, choose Options.

The Options dialog box appears.

2. Click the General tab to display the General Options settings dialog box.

The General Options settings dialog box (Figure 3-5) appears.

e
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T — x|

Gereral |General Logging IInterFace Loggingl Advanced I

r— Configuration File
. ‘fou can customize the way the server saves

@ and loads its configuration files.,
[ Save current configuration on shutdown

Backup: Ig ﬂ copies

¥ Load configuration on startup:

Filename: IC:'l,Program FilesiMatrikonlOPC |

¥ Launch configuration program on skartup

— Ikems

You can conkrol which items an OPC client
TG canadd,

[™ Restrict items ko preconfigured aliases only

Cancel |

Defauls |

Figure 3-5. The General Options seitings dialog box.

Table 3-10 describes the commands in the General Options settings dialog box.

Table 3-10. The General Options Settings Dialog Box

Command Description

Save current configuration on | Automatically saves the current configuration to the specified file before shutting down if
shutdown selected.

Automatically keep up to the specified number of backup copies of the configuration file

Backup copies when saving the configuration.

Load configuration on start-up | Automatically load a configuration from the specified file when starting up if selected.

Full path of an existing file for load and save operations. Click the _I ellipsis button to

Filename
display the Open dialog box used to select an existing file name.

Launch configuration program | Automatically launch the configuration utility when starting up as a local executable (rather
on start-up than a 2000/NT service) if selected.

Restrict items to pre-configured | Prevent OPC clients from adding items other than configured aliases if selected.
aliases only

@

Nofe:

The server loads these settings from the Windows 2000/ NT registry on start-up. To have General
Options Settings changes take ¢ffect, shut down and restart the server.

3.5.2 General Logging Options
The General Logging settings allow you to edit general logging options.

To view the General Logging Options:

1. In the Configuration Window, from the View menu, choose Options.
22
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The Options dialog box appears.

2. Click the General Logging tab to display the General Logging Options settings dialog box.

The General Logging Options settings dialog box (Figure 3-6) appeats.

options _ L x|

Genmeral  General Logging |InterFace Loggingl Advanced |

— General Activity Logging

‘fou can customize the way the server records
error and debug information.

¥ Enable activity logging: I vl

¥ Display activity on screen

I~ Commit all log file writes

¥ ©verwrite old log information

Filename: IC:'l,Program FilesiMatrikomiOPC .. |

Filkering
Enter a filter string and an associated file if you
want a filkered log,

Filter String: I

Filenare: IC:'I.Program FilesiMatrikontOPC ., |

Cancel |

Defaults |

Figure 3-6. The General Logging Options settings dialog box.

Table 3-11 describes the commands in the General Logging Options settings dialog box.

Table 3-11. The General Logging Options Settings Dialog Box

Command

Description

Enable activity logging

Enable/disable general activity logging af the specified detail level (High, Medium, Low, or
None) if selected. Note that you should not have this option selected unless you are
debugging a problem as this will have a negative effect on performance of the OPC server.
Always set this back to None when not in use.

Display activity on screen

Display logged messages in a console window as they occur if selected.

Commit all log file writes

Flush the file buffer after each message logged in case the server is crashing.

Overwrite old log information

Overwrite the old log file each time the server starts up if selected. Otherwise, rename the
old log file with an underscore (“_") prefix.

General Activity Logging
Filename

Full path for the general activity log file. Click the _I ellipsis button to display the Open
dialog box used to select an existing file name. Default path is C:\PROGRAM
FILES\MATRIKON\COMMON\PSTCFGMatrikon.OPC.DDE.1.1.LOG.

Filter String

Match string for filtered log.

Filtering Filename

Full path for the filtered log file. Click the o ellipsis button to display the Open dialog box
used to select an existing file name.

e
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Note:

General Logging Options Settings take ¢ffect immediately.

3.5.3 Interface Logging Options

The Interface Logging settings allow you to view and edit COM interface logging options.

To view the Interface Logging Options:

1. In the Configuration Window, from the View menu, choose Options.

The Options dialog box appears.

2. Click the Interface Logging tab to display the Interface Logging Options settings dialog box.

The Interface Logging Options settings dialog box (Figure 3-7) appears.

CEITE—— x|

General IGeneraI Logging  Interface Logging | Advanced I

Interface Activity Logging

‘fou can customize the way the server records
error and debug information.

™ Enable logging: INone i l

I~ Commit all log file writes

Cancel |

Defaults |

Figure 3-7. The Interface Logging Opfions settings dialog box.

Table 3-12 describes the commands in the Interface Logging Options settings dialog box.

Table 3-12. The Interface Logging Options Seftings Dialog Box

Command

Description

Enable logging

Enable/disable interface logging af the specified detail level (High, Medium, Low, or None)
if selected. Generates a separate log file for each client named PST# # # .TMP in the server
installation directory. Note that you should not have this option selected unless you are
debugging a problem as this will have a negative effect on performance of the OPC server.

Commit all log file writes

Flush the file buffer after each message logged in case the server is crashing.

Note:

Interface Logging Options Settings lake effect when the next OPC client connects to the server.
-

e
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3.5.4 Advanced Options

The Advanced settings allow you to view and edit advances server options.

To view the Advanced Options:

1. In the Configuration Window, from the View menu, choose Options.

The Options dialog box appears.

2. Click the Advanced tab to display the Advanced Options settings dialog box.

The Advanced Options settings dialog box (Figure 3-8) appears.

options _ L x|

General |General Logging |Interface Logging  Advanced |

Timing

‘fou can fine-tune specific kiming attributes
ﬁ of the server.

OPC Group Update I—
Rate {minimur): 100 {msec)
Time granularity: IIDD {msec)

Cancel |

Defaults |

Figure 3-8. The Advanced Options settings dialog box.

Table 3-13 describes the commands in the Advanced Options settings dialog box.

Table 3-13. The Advanced Options Settings Dialog Box

Command Description
Minimum update rate (milliseconds) allowed for an OPC group. Prevents OPC dlients from
?n:cn |Gn: 3?‘5 Update Re requesting update rates that are impossible to achieve or that cause heavy CPU loads. The default

value is 100ms.

Time granularity

OPC server group scan thread interval (milliseconds). Determines the maximum resolution for data
change detection. Time granularity should always be equal fo or less than the minimum group
update rate.

DDE

Configure the way the server provides data through DDE.

e
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Note:

The server loads these settings from the Windows 2000/ NT registry on start-up. To have Advanced
Logging Options Settings changes take effect, shut down and restart the server.

Dynamic Data Exchange (DDE)

The Server may act as a DDE Setvice. In this way, a DDE client can request data from the Server
using the following DDE commands:

XTYP_POKE - Write data to an item in the Server.
XTYP_REQUEST - Read data from an item in the Server.
XTYP_ADVREQ - Read latest data from an active advise loop.

XTYP_ADVSTART - Create and activate an advise loop on a single item in the Server.

XTYP_ADVSTOP - Stop and destroy an advise loop on a single item in the Server.

DDE Setrvice can be enabled or disabled using the check box. Note, that these options will not be
available if the Server does not support DDE.

Items within the Server can be referenced using the following syntax:

SERVICE_NAME | ITEM | SCANDETAILS

SERVICE_NAME represents the name of DDE Service. The first edit box specifies the Service
name used by this Server.

ITEM must be the Item ID of some point within the Server.

SCANDETAILS is a combination of the desired scan rate of the Item, and an access path. One or
more delimiting characters separate the scan rate and access path. The second edit box can be used
to change the delimiters. The Delimiting characters must be provided when referencing an item in
the Server, however the scan rate and access path are optional. However, if no scan rate is specified,
only data contained in the Server cache will be available through DDE, and an advise loop will not
update if no scan rate is specified for the item.

Changes to the DDE options will not take effect until the Server is restarted.

NOTE:

DDE Name Syntax

DDE Narmes may be described in the following syntax:

SERVICE | TOPIC ! NAME
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3.6

@

In this case, consider the TOPIC to be the Item ID, and the NAME to be a combination of the scan rate
and access path.

Server Configuration

The server requires some configuration in order for it to run properly, but users can customize the
server’s behavior as required. This chapter shows you how to create and edit objects, using the
Configuration Window.

3.6.1 Inserting New Objects

The Insert New Object and Create New dialog boxes are used to create DDE Configuration
objects.

The Insert New Object Dialog Box

The Insert New Object dialog box (Figure 3-9) displays a different set of options depending on the
type of object selected and the types of objects already configured under it.

=’ Insert New Object x|

Chooze object type:

@-'E DDE Configuration Ok |

Figure 3-9. The Insert New Object dialog box.

Table 3-14 describes the types of objects that are available for insertion as a child in the Insert New
Object settings dialog box, depending on which object is currently selected.

Table 3-14. Objects Available Under the Insert New Object Dialog Box
Selected Object Insert New Object Dialog Box Options

DDE Configuration DDE Configuration Connection

To insert a new object:

1. In the Configuration Window, from the Edit menu, click g ot, from the Edit menu, choose
Define New.

The Insert New Object dialog box (Figure 3-9) appears.

2. Select the type of object you want to create from the list, and then click OK.

The Create New dialog box appears.

The Create New Dialog Box

The Create New dialog box (Figure 3-10) displays the settings available for a connection to a
<SystemX Device>.
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E-fgl:reate new DDE Configuration

DOE Configuration |

M amne: I

X

Erabled [

D escription: I

DOE Settings:

DOE Timeouts

|1 500

Retry Interal

MilliSeconds

|5c|

E xception Paints

Seconds

|5c|u

Paintz/Cucle

OF.

Cancel

Figure 3-10. The Create New dialog box.

Table 3-15. The Create New Dialog Box

Table 3-15 describes the components of the Create new DDE Configuration box.

Component Description
Name of the object, which becomes an element of the item ID for data items under the object.
Name . . .
Automatically converted to title case for display purposes.
Enabled Enable or disable communication for the object.
Description Optional, user-defined text (64-character maximum) for documentation purposes.
DDE Timeouts | DDE timeouts in milliseconds

Retry Interval

Retry interval in seconds

Exception Points

Exceptions points in points/cycle

In the Create New dialog box, enter a name for the object. This name is part of the item ID
that globally identifies data items under the object. You may also choose to enter a description of

the object.

To create a newly inserted object:
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4. Edit the configuration components as desired.
5. Click OK.

The object is created.

Note:

In order to use the object for communication, you must enable the object. This can be done at any time.

3.6.2 Removing Objects

You can easily remove any object you have created, but a warning message (Figure 3-11) will appear
if you remove an object that has data items to which one or more OPC clients hold reference.

x
This ikem is currently being used by
clients and cannot be deleted now.,

Do you wish ko mark it for deletion later, when
all client references have been released?

Figure 3-11. A warning message is displayed.

To remove an object:

1. In the Configuration Window, select the object you want to remove under Server
Configuration.

2. From the Edit menu, choose Delete or click >

If one or more OPC clients hold references to data items somewhere under the selected object, a
warning message (Figure 3-11) appears.

3. To mark the object for later deletion, click Yes. To leave the object unmodified, click No.

Items marked for deletion are disabled and a red X appears over the icon on the right side of the
window when the object is selected.

Alias Configuration

MatrikonOPC Servers, including this one, provide the ability to create user-defined a/zases that can be
used in place of regular OPC items. This feature is particularly useful when the item path for a given
server is very complex or difficult to remember for example,
Coml.Radiol.Unitl1.41.4.123.

Servers can also be configured so that client applications have access to configured aliases only,
rather than every available item.

This chapter shows you how to create and edit aliases, using the Configuration Window.

| Note:
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| It is not necessary to define aliases before accessing server data items from an OPC client.

3.7.1 Inserting Alias Groups
Alias Groups are used to contain one or more configured aliases.

To insert an Alias Group:

1. In the Configuration Window, select Alias Configuration or a previously configured Alias
Group.

2. From the Edit menu, choose Insert Alias Group or click .
A new Alias Group folder appears.

3. Enter a new name for the Alias Group, and then press Enter.

The Alias Group is renamed.

3.7.2  Renaming Alias Groups
Alias Groups can be renamed after they have been created..

To rename an Alias Group:

1. In the Configuration Window, select an Alias Group.

2. From the Edit menu, choose Rename ot click ﬁ
The Alias Group is renamed.

3.7.3 Inserting New Aliases

Use the Insert New Alias dialog box (Figure 3-12) to insert a new Alias into an Alias Group or on
its own, directly under the Alias Configuration node.

Eﬁjlnsert New Alias x|
— Aliaz Settings:
;
|ame:

Save & Create Mew |
ltem Path:— [Net] Host] Unit!, 0414123 |

[~ Default to new

DataType:  [(Default] - ™ Readonly Sealing s
caling |

Update Rate: [g [mzec) [ Poll when inactive
Cancel |

Figure 3-12. The Insert New Alias dialog box.

Table 3-16 describes all the components of the Insert New Alias dialog box.

Table 3-16. The Insert New Alias Dialog Box

Component Description

Name Name for the alias (unique within the alias group).

Item Path Fully-qualified item ID for the OPC item to which the alias refers. Click the o ellipsis
button to display the ltem Path Browser dialog box used fo select an existing OPC item
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Description

on the server.

Alternatively, leave the item path blank to use the alias as a general in-memory
variable. When doing so, either define the data type for the alias point as something
other than “Default”, or else set the requested data type for reading and explicitly
define the data type when writing values to the alias from an OPC client.

Coerce the value of the OPC item to the specified type unless ‘Default’ selected. Also

Data T p _ :
ala fype serves as the “canonical” data type for the alias.
Read only Prevent OPC clients from writing values to the alias if selected.
Update Rate Update rate (milliseconds) to use with the “Poll when inactive” option.

Poll when inactive

Continue updating the value for the alias of the specified update rate if selected, even if
there are no OPC clients currently accessing the alias.

Save

Save changes to the alias and hide the dialog box.

Save & Create New

Save changes to the alias and begin configuring a new one.

Default to new

Pressing Enter activates the “Save & Create New” button rather than the Save button if
selected.

Scaling > > Enable scaling for the alias (displays scaling options).
< < No Scaling Disable scaling for the alias (hides scaling options).
Cancel Discard changes to (abandon creation of) the alias and hide the dialog box.

The Insert New Alias dialog box can be expanded to display Scaling Options (Figure 3-13).
Available forms of scaling include: Znear, square root, gain/ offset, and simple text expressions.

Linear | Square Root | Gain/Dffset | Expression |

Raw Scaled

High: ID Iu

W Clarmp

L ID IIJ ™ Clamp

Figure 3-13. Scaling Options for the Insert New Alias dialog box.

Table 3-17 describes the Scaling Options for the Insert New Alias dialog box.

Table 3-17. The Insert New Alias Dialog Box Scaling Options

Tab Component Description
Raw High Maximum expected raw value from the OPC item.
Raw Low Minimum expected raw value from the OPC item.
Linear & Scaled High Maximum desired scaled value for the alias (corresponds to Raw High).
Square Root | §eqleq Low Minimum desired scaled value for the alias (corresponds to Raw Low).
Clamp High Clamp the scaled value at the high limit to prevent it from going out of range.
Clamp Low Clamp the scaled value at the low limit to prevent it from going out of range.

@
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Tab Component Description
Gain Scaling factor. (No limits are assumed.)
Gain/Offset
Offset Scaling offset.
Input Simple text equation to apply to incoming values (reads). Click the _I ellipsis button to
display the Expression Wizard dialog box used to help build a formula.
Expression
Output Simple text equation to apply to outgoing values (writes). Click the _I ellipsis button
to display the Expression Wizard dialog box used to help build a formula.
Notes:

The data type for scaled values is donble-precision real unless the Alias data type is specified.

Using illegal settings, such as zero-zero for the high-low range in linear scaling, may be fatal to the
server, OPC clients, and communications.

The OPC Item values must be numeric for linear, square root, and gain/ offset scaling to work.

The OPC Item values must be non-negative for square root scaling to work. Otherwise, the scaled valne
will be —1 with a bad quality.

The server may be unable to load confignration files containing illegal scaling expressions, and may fail to
start up properly. If this occurs, rename the configuration file so that the server will not load in on start up
and create a new configuration file. Alternatively, edit the XML file to correct the bad alias settings.

To insert a new Alias:

1.

In the Configuration Window, select Alias Configuration or a previously configured Alias

Group.

Nofe:

1t is usually better to create a new alias under an Alias Group rather than directly under the Alias

Configuration node.

The Contents table for that Alias Group is displayed on the right side of the Configuration
Window (Figure 3-14), listing the Aliases, if any, it contains.

Contents of alias group Mew alias 1%

Metl.Hostl.Unit1.041.4.124  [Default] R A
Metl.Hostl. Unit1.041.4125  [Default] R

Figure 3-14. The Contents table for the selected Alias Group.

From the Edit menu, choose Insert New Alias.

The Insert New Alias dialog box (Figure 3-12) appears.

Enter a name for the Alias in the Name text box.

Enter the item Path and ID for the item to which the Alias refers, or click Browse to navigate

to the item.
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5. Click Scaling to enable scaling for the Alias. Click No Scaling to disable scaling and hide the
Scaling Options.

The Scaling Options are displayed at the bottom of the Insert New Alias dialog box (Figure
3-13).

6. Configure the Scaling Options as required (see Table 3-17 for a description of these options),
by clicking the appropriate tab for the form of scaling you require.

Available forms of scaling include: Jinear, square root, gain/ offset, and simple text expressions.

7. Configure the remaining fields as required (see Table 3-16 for a description of all the
components).

8. Click Save to save the Alias.

3.74 Editing Aliases

Aliases can be edited after they have been created, using the Edit Alias dialog box. This is virtually
the same as the Insert New Alias dialog box (Figure 3-12), with the exception that it appears after
the Alias has been created.

To edit an Alias:
1. In the Configuration Window, select an Alias, and then double-click or press Enter.

The Edit Alias dialog box appears.

2. Make the changes you require.

3.7.5 Removing Aliases
You can easily remove any Alias you have created.

To remove an Alias:
1. In the Configuration Window, select one or more Aliases.
2. From the Edit menu, choose Delete Alias.

The Alias is removed.

3.7.6  Removing Aliases
You can easily remove any Alias Group you have created.

To remove an Alias Group:

1. In the Configuration Window, select an Alias Group.

2. From the Edit menu, choose Delete Alias Group or click *.
The Alias Group is removed.
3.7.7  Exporting Aliases

Use the Export Aliases dialog box to export all currently configured aliases to a CSV file.

To export all currently configured Aliases:

e
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1. From the File menu, choose Export Aliases or click @

The Export Aliases dialog box appears.

2. Enter a file name for the CSV export file.
3. Click Save.

The Aliases are exported.

3.7.8 Importing Aliases
Use the Import Aliases dialog box to clear all Aliases and import new ones from a CSV file.
To import Aliases from a CSV file:

1. From the File menu, choose Import Aliases or click )

The Import Aliases dialog box appears.

2. Browse to the CSV file name.
3. Click Open.

The old Aliases are cleared and the new ones are imported.

Saving the Configuration

When you have completed configuration of the server, use the Save Configuration dialog box to
save the configuration to an XML file.

To save the configuration to an XML file:

1. From the File menu, choose Save As or click & (alternatively, you can choose Save or click

=)
The Save Configuration dialog box appears.

2. Enter a file name if you are saving the file for the first time.
3. Click Save.

The configuration is saved.

Clearing the Configuration

You can clear the configuration if you want to start a new configuration.
To clear the configuration:

1. From the File menu, choose New or click [ )

If OPC clients are still connected to the server, a warning message appears.

2. Click OK.

The configuration is cleared.
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Loading a Saved Configuration

If you have saved a configuration, you can clear the current configuration and then load the saved
configuration file.

To clear the curtent configuration and load a saved configuration from an existing file:

1. From the File menu, choose Open or click =

The Open Configuration dialog box appears.
2. Browse for the configuration file you want to load.
3. Click Open.
If OPC clients are still connected to the server, a warning message appears.

4. Click OK.

The old configuration is cleared and the new configuration is loaded from the file.

Shutting Down the Server

Ordinarily, the server shuts down automatically shortly after the last OPC client disconnects from it.
However, if the Configuration Window is displayed, the configuration utility locks the server so
that it will not shut down.

To shutdown the server:

1. In the Control Panel or the Tool Tray Menu, click Shutdown. If the server is running as a

local executable, from the File menu, choose Shutdown Server or click 9

If OPC clients are still connected to the server, a warning message appears.

2. Click OK.

The server is shut down.

Note:

The shutdown command is not available for the server if it runs as an N'T service. Services can only be shut
down from the Service Control Manager applet (in the Windows 2000/ NT Control Panel).
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OPC Data ltems

This chapter describes the OPC data items used in the OPC Server for DDE .

DDE ltems

The last step before reading and writing data is to add items to your group. This is done by
providing an Access Path and Item ID pair. The server uses this information to find the data you are
interested in.

If your client supports server browsing, you may not need to provide an Item ID, since you can
point and click to specify an Access Path and Item ID from the server browser.

The Matrikon OPC Server for DDE does not use Access Paths. If your client asks you to provide
an Access Path, supply a blank.

The Matrikon OPC Server for DDE maintains a consistent look and feel compared to Microsoft’s
Excel in the way DDE items are accessed. In your client use the specified format to connect to a
particular item on the local computer or the second format to connect to data on a remote computer:

Application|Topic!Item
Or
Application|Topic!Item{ (delimiter) (field) }
Or
\'\ NodeNane\ Appl i cati on| Topi c! I tem
O
\'\ NodeNane\ Appl i cation| Topic!lten{(delimter)(field)}
Where:
- NodeName is the name of the computer that the DDE application is running from.
- Application is the name of the DDE server.
- Topic is the name within a server to reference specific subset of items.
- Item is the individual items that can be accessed.

- Delimiter, Field (optional) is a single character delimiter and a non-zero positive field. If a
value returned by an Item ID is actually several values separated by a delimiter, it is possible
to specify which value in the string to return.

Examples

The following is are examples of valid Item IDs:
Excel| [Bookl]Sheetl!rlcl
Or
\\JEFFGOULD\Excel| [Bookl]Sheetl!rlcl
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The following are examples of valid Item IDs that use the delimiter and field values:
Excel | [ Book1] Sheet 1! r 1c1{, 2}
O
\\ JEFFGOULD\ Excel | [ Book1] Sheet 1! r1cl

The field and delimiter values can be used to return only a portion of a string. For example assume
that Excel | [Book1]|Sheetllrlcl returns the value “123,456,789”, excluding the quotation marks. If
only the “456” portion is needed, then we can specify a delimiter (separator) to be a comma and the
field number (portion of the string) to be 2. Thus, Excel | [Book1]Sheetl!rlcl{,2} will return “456”.

Refer to your DDE server manual for the exact syntax of the application, topic, and item formats.

Nofe:

When connecting to points in a DDE server, to verify the format create a corresponding connection in
Exccel. If you are able to get a connection from Excel, that exact same connection should be available to the
Matrikon OPC Server for DDE.
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Diagnostics

The server supplies diagnostic information to assist operators and support personnel with
troubleshooting communication problems and software faults.

Logging

All Matrikon OPC Servers produce log files that record errors and debugging information. If
difficulties occur with a server then the log files can be extremely valuable for troubleshooting. By
default, the servers log very little information. The General Logging tab of the Options dialog in
the main configuration window contains settings to control server logging.

General Activity Logging records information about the internal workings of the OPC server. It is
useful for troubleshooting problems with configuration and device communication. Interface
Activity Logging records information about the client/server OPC communication. It is useful for
troubleshooting compliance issues.

For General logging, the higher the log level, the more information is recorded. However, server
performance may decrease at higher log levels. The recommended operating level is Medium. Motre
log levels are available for both types of logging which record more detailed information, as well as
the ability to output log statements to a console window at run time. Contact Matrikon support for
further instructions on how to enable the higher log levels and console logging.

For Interface logging, the log level can be considered very high and therefore should never be used
during normal operation of the OPC server unless specifically working on problems related to
interfacing.

The Matrikon OPC Delegator is a useful tool for logging OPC client/server communication. It
enhances the Interface Activity Logging by loading up in the client application and recording the
client-side transactions. It can also be used with other OPC servers. Contact the Matrikon Sales
department for further information about this product.

In general, the server logs all errors and other information of immediate importance to the user at the
low detail level, all warnings and other information of moderate importance to the user at a medium
detail level, and additional information concerning the normal functioning of the software at a high
detail level. The server logs also further information of concern to support personnel at debug detail
level.
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Troubleshooting

The following sections address some of the most common problems encountered while using this
OPC server. Please check the following list of Problems and Solutions before contacting Matrikon
support.

Server stops updating client after two hours

Server shuts down after 5 minutes when no clients connected

Cannot configure client access paths, so cannot configure item options

More than one HASP attached to parallel port, but only the first one is recognized
Server cannot be configured: no Matrikon Logo in Tool Tray

OPC client unable to create or read items under configured object (device).
Server does not retain settings

Server cannot save configuration in XML format

Server does not show up as local program in OPC client application

Server does not show up as remote program in OPC client application
Access Denied or time-out error when connecting to remote server via DCOM
Server does not start up or client cannot connect

About screen and Configuration Window do no show up

DA 2.0 asynchronous 1/0 doesn’t work
Server cannot find hardware key

In addition, the following questions are answered in the Question and Answer section:

How do | remove the server as a service?

Does the server need to be started manually when installed as a service?
How can | get OPC data into other applications?
How can | access individual bits from an integer item?

How can | access individual bits from an integer item?

Problems and Solutions

Server stops updating client after two hours

Problem: The OPC server stops updating the client with item values after two hours.

Solution: The OPC setver is licensed with a hardware key, and the demonstration period for the
server has expired.

Check that the correct HASP hardware key is securely fastened to the parallel port. If it is, run the
HINSTALL program that is located in the MATRIKON\ COMMON directory under Program files with
the /I parameter.
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Server shuts down after 5 minutes when no clients connected

Problem: The OPC server shuts down automatically after 5 minutes when no clients are connected.

Solution: This is standard behavior for COM servers. However, you can override this behavior as

follows:

1. Create a string value named LockServer in:

HKEY CLASSES ROOT\CLSID\{024C7FFC-9CC3-476f-867A-BC3CAD79F4FE}\Options

To create a new value, select the Options key, and then choose New String Value from the

Edit menu.

2. Set the value of the LockServer entry to 1.

To edit the value, select the entry and choose Modify from the Edit menu (Figure 6-1).

&' Registry Editor

Registry  Edit  Wiew Fawvoribes  Help

-_1 LocalServeraz
a Options

- [ Progo
1] |

E1_] {024CTFFC-90C3-476F-667 A-BCICADTIF4FE} « |

—

-

=10l x|

Mame Type | Data |:|

LDadOnStartup REG_5Z 1 |
rer REG_ 52 |1
[ab] ag REG 52 1

'a_lﬂl nAFilrRarne RFi= 57 i Pran LI

v

My ComputeriHKEY_CLASSES ROOTICLSID{024C7FFC-9CC3-476F-867A-BC3CADTIFAFE L Options

Figure 6-1. Editing the LockServer eniry.

3. Shut down the server and restart it to have the change take effect.

Cannot configure client access paths, so cannot configure item options

Problem: The OPC client does not provide a means to configure access paths, making it difficult to
correctly specify the data acquisition options for the items.

Solution: The server provides a global parameter for configuring an escape character to allow users to
append communication options to the end of an Item ID to accommodate clients that do not

support access paths.

Perform the following steps.

1. Create a string value named ItemIDEscapeCharacter in:

HKEY CLASSES ROOT\CLSID\{024C7FFC-9CC3-476f-867A-BC3CAD79F4FE}\Options

To create a new value, select the Options key, and then choose New String Value from the

Edit menu.

2. Set the value of TtemIDEscapeCharacter to a single character, such as

To edit the value, select the entry and choose Modify from the Edit menu.

3. Shut down the server and restart it to have the change take effect.

<

| (pipe).

4. Configure the ITtemIDEscapeCharacter Item ID in the OPC client with the access path
appended to the end with the configured escape character (e.g., ITEMID | ACCESSPATH).

40
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More than one HASP attached to parallel port, but only the first one is recognized

Problem: There is more than one HASP hardware key from Matrikon attached to the parallel port,
but the software recognizes only the first one.

Solution: HASP keys from the same vendor cannot be chained together. Send an email to Matrikon
support (see section 2.4 Contacting Support on page 13) to obtain a HASP key containing the
combined codes of all installed Matrikon OPC servers.

Server cannot be configured: no Matrikon Logo in Tool Tray

Problem: The server cannot be configured because there is no Matrikon Logo ¥ in the Tool Tray.

Solution: If the server is running as a service, you will not see the Matrikon Logo @ in the Tool
Tray that indicates the OPC server is running.

To configure the server, start the configuration utility by using the shortcut to the OPC server in the
Windows Start menu (this shortcut starts the Configuration utility as well as the OPC server).

OPC client unable to create or read items under configured object (device).

Problem: The OPC client is unable to create or read items under a configured object (device).
Solution: Check the object configuration. Ensure that the Enabled checkbox is selected.

Server does not retain settings

Problem: The OPC server does not retain its previous settings and needs to be reconfigured each
time it starts up.

Solution: In the Configuration Window, choose Options from the View menu. Under the General
tab, ensure that the Load configuration on start-up checkbox is selected and that the correct file
name appears in the edit box (see section 3.5.1 General Options, on page 21).

Server cannot save configuration in XML format

Problem: The OPC server cannot save the configuration in XML format.
Solution: Microsoft Internet Explorer 4.01 (or later) must be installed to use the XML format.

Server does not show up as local program in OPC client application

Problem: The OPC server does not show up in a list of locally available program IDs in my OPC
client application.

Solution: Make certain that a user with local administrative rights installs the OPC server so that it
can create the necessary entries in the registry.

Also, especially for older OPC clients that do not use the OPC Server Browser, make certain that the
client is running as a user that has read access to the registry.
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Server does not show up as remote program in OPC client application

Problem: The OPC server does not show up in a list of remotely available program IDs in my OPC
client application.

Solution: Follow the steps found in Appendix A -Distributed COM (DCOM) to copy the program
ID from the server machine to the client machine.

Access Denied or time-out error when connecting to remote server via DCOM

Problem: Access Denied error or time out trying to connect to a remote OPC server via DCOM.

Solution: Ensure that the access and launch permissions for the OPC server are set correctly on the
server machine. For more information, see Appendix A -Distributed COM (DCOM).

Server does not start up or client cannot connect

Problem: A client tries to connect to the server and fails, or the server does not start up.

Solution: Ensure that the access and launch permissions for the OPC server are set correctly. For
more information, see Appendix A -Distributed COM (DCOM).

About screen and Configuration Window do no show up

Problem: The About screen and Configuration Window do not show up when a remotely
connecting client or a client that runs as an NT service (such as the Aspen Technologies CIMIO
OPC Manager) tries to launch the OPC server.

Solution: Either set the identity for the OPC server to the interactive user, or else consider run the
server as an NT service. For more information, see Appendix A -Distributed COM (DCOM).

DA 2.0 asynchronous /0 doesn't work

Problem: After installing an older OPC server, DA 2.0 asynchronous 1/O no longer works.

Solution: The old installation program installed and registered its own (older) version of the OPC
proxy/stub DLL.

Reinstall the standard OPC proxy/stub DLLs, using an up-to-date installation program ot re-register
them using the REGSVR32 command-line utility (see section 2.2 Installation, which starts on page 2).

Server cannot find hardware key

Problem: (If using hardware key.) T don’t think the server can find my hardware key

Solution: Try running the hasp.exe utility under:
C:\Program Files\Matrikon\OPC\Common

When this is run, a small dialog box appears. With the hardware key plugged into the printer port on
the back of the computer, select Check key from the utilities menu. If an error message appears
(e.g., “There is a problem with the hardware key set-up”), then there is a problem reading the
hardware key. You should see OPC Server for DDE in the dialog or something similar.
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Questions and Answers

How do | remove the server as a service?

Question: How do I remove the OPC server as a service?
Answer: Reregister the OPC server executable using the /REGSERVER command-line switch.

Does the server need to be started manually when installed as a service?

Question: Does the server need to be started manually when it is installed as a service?
Answer: No, the first OPC client that tries to connect will start the OPC setver.

How can | get OPC data into other applications?

Question: How can I get OPC data into Microsoft Excel, Microsoft Word, or another application
with support for Visual Basic, VBA, or VB Script?

Answer: Use the Matrikon OPC Automation Component to create a Visual Basic script that
connects to a server, creates groups and items, and receives data change updates. Contact Driver
Support for examples of how to do this in Excel, Visual Basic, or an HTML document.

How can | access individual bits from an integer item?

Question: How can I access individual bits from an integer item?

Answer: Create an alias (see section 3.7 Alias Configuration, which starts on page 29) that references
the desired item and configure scaling for the alias to use expression evaluation. Edit the input
expression to use binary math to access a particular bit (e.g., IF ( (INPUT AND 4)=4, 1, 0) to
access bit 2). This method allows read access only.
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OPC Compliance

For more information on OPC, view the documents listed below (as well as others) at
http://www.opcfoundation.org.

e  OPC Overview 1.0

e  OPC Common Definitions and Interfaces 1.0

e  OPC Security Custom Interface 1.0

e OPC Data Access Custom Interface Standard 2.05

e OPC Data Access Custom Interface Standard 3.00 (Pending)

The server passes the automated certification test with the OPC Foundation Compliance Test
utility.

Installation

The server installs itself as a local out-of-process COM server and enters its registration information
in the Windows registry when instructed to do so with the /REGSERVER command-line option. The
server installs itself as an N'T/2000 service and enter its registration information in the Windows
registry when instructed to do so with the /SERVICE command-line option.

e Version-independent program ID Matrikon. OPC.DDE.1

e Version-specific program ID Matrikon.OPC.DDE.1.1

e OPC sub-key and vendor information string

e Globally unique application ID number FIF07BB3-D2CB-4e68-A4BF-4888CE1FD9F2
¢ Globally unique class ID number 81BD69CB-47A4-49bc-B5BD-2CD55ACC2DDE

e TFull path of 32-bit local server executable

e OPC Data Access Server 1.0 and 2.0 implemented component categories

The server removes its registration information from the Windows registry when commanded to do
so with the /UNREGSERVER command-line option.

Common Interfaces

The server supports the mandatory functionality specified in OPC Common Definitions and
Interfaces. The server supports the following locales for result code translation: US English
(0x0409), system default (0x0800), user default (0x0400), and neutral (0x0000).

The server allows the client to set the client name for each connection. The server supports the
shutdown event notification client-side interface.
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Data Access

The server supports the mandatory functionality specified in the OPC Data Access Custom
Interface Standard.

7.3.1 Groups

The server supports the addition, removal, and cloning of private groups. The server allows the client
to manage group state.

Name

Active state

Update rate (100 millisecond resolution)
Time bias

Dead-band (percent of analog item high-low range)

7.3.2 ltems

The server supports the addition, removal, and validation of items in a group. The server allows the
client to manage item configuration.

Active state

Requested data type

Dead-band (percent of analog item high-low range)
Sampling rate

Buffer values (used only when sampling rate is enabled and is sampling faster than the group
update rate).

7.3.3  Browsing and ltem Properties

The server supports address space browsing.

Hierarchical address space

Simulate flat address space

Branch/leaf name filter (pattern matching)
Item data type filter

Item access rights filter

The server supports the following mandatory item properties.

Value, quality, and timestamp
Canonical data type
Access rights

Scan rate
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7.3.4 1/0 Operations

The server supports synchronous I/O operations.
® Read active item values from cache

o Read item values from device

e Read items value from device based on how old the cache items value is.

e Read items without adding the item to an OPC group.

e  Write control values to items (on device)

e  Write control value, quality, and/or timestamp to items (if the server supports such features).
e Write control values without adding the item to an OPC group.

The setver supports asynchronous I/O operations defined for DA 3.0.

o Read items value from device based on how old the cache items value is.

e  Write control value, quality, and/or timestamp (if the server supports such feature).

The server supports the data change event notification client-side interface as defined for DA 3.0.

e Keep-alive callback indicating server is alive.

The setver supports asynchronous I/O operations as defined for DA 2.0.
e Read items values from device

e  Write control values to items (on device)

e Refresh active items from cache

e Cancel outstanding operations

e Enable/disable event notifications

The server supports the data change event notification client-side interface as defined for DA 2.0.
e Data change or dead-band exceeded

e Asynchronous refresh operation complete

e  Asynchronous read operation complete

e Asynchronous write operation complete

e Asynchronous operation cancellation complete

The server supports asynchronous I/O operations as defined for DA 1.0a.
e Read items values from device

e Read items values from cache

e Write control values to items (on device)

e Refresh active items from cache

46
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e Cancel outstanding operations

The server supports the data change event notification client-side interface as defined for DA 1.0a.
e Data change or dead-band exceeded — data with time stamps

e Data change or dead-band exceeded — data without time stamps

e Asynchronous write operation complete
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Appendix A - Distribufed COM
(DCOM)

DCOM is an object protocol that enables COM components (such as OPC clients and servers) to
communicate directly with each other across a network. A certain amount of configuration is
required on the system where the OPC server is installed to allow remote clients to connect to it over
the network.

Note:

The following steps are suggestions only. Ask_your Windows N'T/2000 System Administrator for more
information about the settings that you should use, especially between different domains.

Readers should be familiar with DCOM and with Windows 2000 security features and security
administration. Information regarding Distributed COM and various links to related sites, white
papets, specs, etc, can be found at http://www.microsoft.com/com/tech/DCOM.asp.

Specifications on DCOM/COM and release notes on COM+ can be found in the MSDN Online
Library at http://www.microsoft.com/com/resources/specs.asp.

A.1 DCOM Configuration Utility

Start the DCOM configuration utility either from the server configuration utility or from the
command-line (DCOMCNFG). Answer, yes to any message boxes that appear (allowing the utility to
assign application ID entries to those servers that don't already have them).

The main window for DCOMCNEFG allows the user to either configure default settings for all COM
servers or else to configure settings for a specific server chosen from the list. The former will affect
all servers configured to use the default settings. The latter will affect the selected server only.

Note:

DCOM settings are stored in the registry and loaded by COM (and OPC) servers at start-up. Therefore,
server processes must be shut down and restarted in order for these changes to take effect.

A.2 Defavlf Properties

The Default Properties tab contains settings that affect all DCOM communication on the machine.

e  First of all, ensure that the Enable Distributed COM on this computer is selected in so that
the machine is available to others via DCOM.

e Sclect the Enable COM Internet Services on this computer to allow DCOM access to the
machine from the Internet (check with your administrator).

e In general, the other settings do not need to be changed.

The Authentication Level specifies when COM should authenticate the identity of calling clients
(each call, each packet, etc).
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e Normally, it should be set to Connect, indicating that COM should authenticate clients when
they first connect to a server. If it is set to None, then COM performs no authentication and
ignores any access permission settings.

The Impersonation Level specifies whether servers can ascertain the identity of calling clients and
whether they can then perform operations on the client's behalf (as if the server is the client).

e Normally, it should be set to Identify, allowing the server to identify the calling client to see if it
is allowed access to a certain resource but not to actually access any of these resources as the
client.

e Seclect the Provide additional security for reference tracking to make even the reference
counting on COM objects secure. This setting is not generally required.

A.3 Securify Permissions

The most important DCOM settings for an OPC server are the security permissions.

There are two ways for you to set these:
1. Change the specific settings for the server (recommended).

2. Change the default settings (not recommended) and make sure that the OPC server will use
these.

Either way, be certain that the access and launch permissions are correct for the server.

Setting Security Permissions

To set the security permissions for an OPC Server:
1. Open the DCOM configuration utility.
2. Select the OPC server, and then click Properties.

The Distributed COM Configuration Properties dialog box appears (see below).
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Digtributed COM Configuration Propestics

Appheaticns | Defeuk Progiesties | Defeut Secunly | Default Pratocals |

Applicabons:
HTML Apakcatian I |
iF WioekSpace ExpressionEdibar
Imaoe Document
Int=lulion Dynamics Wailk3pace Applcaton
Intemnzt Exploverer 1.0]
logagent
Matizon OFC Server for DDE
tatnicon OFC Server for FIX
Il atikon OPC Server lor Fosbora 14,
Matikon OFC Server for IF21
I atrion OPC Server for Modbus Devices
[ Dac

Srnulshion ard Teshng

:dia Flayer
Miciomall fecess dpplicaton

Miciozalt Agenl Server 2.0

Iizrosalt Cip Galeny

Miziazall Excel Apalcation

Micrazalt Graph 2000 Applheaticn =l

Prop=uliez...

ok | Cancel | 2o E

3. Click on the Security tab to set the security for the server.

The Distributed COM Configuration Security tab appears (see below).

n DPC Server For Simulation and Testing Properties HE

General | Location Sesuiiy | Idantity | Endooints |

& {Uee defaull access permizsions

(0 Uss cuslam accacs paimistians
‘o map edit wha can access thiz spplication,

|

& Uze defaut launch peimissions
O Uze custom launch permizsions
| o map edi who can launch this appicatisn

" Use defaut configuration pesmesans
¥ Usa cusstam cordiguration pamiesisng ————————————
| f'ow may edit wha can chenge the conligutation informalion far this
applicatice.
Edl...

T E:‘rmall |

The Access Permissions contain an Access Control List of principals that are allowed to interact
with objects supplied by a server.

The Launch Permissions contain an _Aecess Control List of principals that are allowed to start up
a server process ot service.

4. Include the names of users or user groups from trusted domains that you wish to be able to use

the OPC server on this machine. Include the Everyone group to allow access to all users on a
particular domain.

5. To set the Acess permissions, click Use custom access permissions and then click Edit.
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The Registry Value Permissions dialog box appears (see below).

Regiztriy Yalue Peimissions

Regsin Wake: DelaultbecessPamizsion
D petes.mah [Peter Mah]
Mame:

C _ METWORK Mllow Accass
G SYSTEM Alaw Aocass

Tpe of Access ||‘3||.ur|.l‘-\.|.'cr.'ss j

Cancel | | add. | Bewwe | e |

To add users to the list click Add.
The Add Users and Groups dialog box appears (see below).

Add Users and Grouwps

List Mames From: | g MaTRIKDN |
Mames:

G Deenzin Adens Desgrated admnsiizlars af the du:ui—.Zl
| Al daman guests
Al domain users

ol Enteiprise Wide Spstoms
EIEIH:IK-U Intoplusd] Ueer Gioup

dumen Resouces Humen Hescuices Depaitment

':_--' Incushial Evalution Develapmant Team Ll
Add I Shu'N_lis:ls] Mt Search. |
Agdd Names:
=
;J
Tome of Accass [Allw Access |
ok | Cancel | Hep |

To add a user to the list, select the user, and then click Add. If the user you wish to add does not
appear then click Show Users.

When you are done adding users, click OK to close the Add Users and Groups dialog box.
You can then choose to Allow Access or Deny Access for each user.

The procedure to set the launch permissions is similar to the above, but instead of choosing
Allow Access for a user you would choose Allow Launch.

The Configuration Permissions contain an Aeess Contro/ List of principals that are allowed to
modify the configuration information for a server. In other words, it indicates who is allowed to
alter the registry entries for installed servers as well as who is able to access the registry for the
purposes of installing new servers. It is usually simpler to install and configure servers as a user
with local administrative rights.

To connect to an OPC server from outside of the domain, create a local user account on both
the server and the client machine with identical username and password. Then, add the local user on
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the OPC server to the DCOM permissions. Use the local account on the client machine to
connect to the OPC server.

A.4 Server Identity

The Identity tab for a selected COM (or OPC) server specifies the user account that should be used
when COM starts up the process. The available settings are different for servers that run as local
executables as opposed to those that run as NT services.

Note:

It is strongly recommended that OPC server should be installed to run as N'T services if they are going to be
accessed by remote clients via DCOM. This ensures that the server can always be accessed even if no one is
presently logged on to the machine, and only one server process ever starts up. It also adds a greater degree of
security in terms of who is able to shut down the server process.

Servers that run as local executables have the option of running as the launching user (the calling
client—this is the default), the interactive user (the one currently logged onto the machine), or a
specified user. It is usually best to use the interactive user or a specified user. Otherwise, remote
clients might start up multiple separate server processes that are not accessible to others.

Servers that run as NT services should generally run as the local System account. Alternatively, the
server can be set to run as a specified user, although this is usually done from the Service Control
Manager applet rather than DCOMCNFG. Aeess and Launch permissions are particularly important
when installing a server to run as an NT service.

A.5 Defaulf Profocols

The Default Protocols tab specifies the communication protocols available to DCOM. The order
that protocols appear in the list indicates the priority in which they will be used (the topmost having
the highest priority).

The more protocols that appear in the list, the better the chances of connecting to an OPC server on
an unknown remote machine (such as at an OPC Interoperability Workshop). However, it may also
take longer for DCOM to time out if a server machine is not present since it has to try each protocol
in turn.

For most situations, it is best to remove all unused protocols from the list and only include those that
are necessary for your network. For example, on a TCP/IP network, one would include the
Connection-oriented TCP/IP protocol. Contact your I'T personnel for more information about
your network.

Note:

Evidence indicates that there are problems with the datagram-oriented protocols (such as UDP/IP) that
can canse memory leaks in DCOM. Therefore, it is strongly recommended that these protocols be removed
from the list of defanlt protocols. Datagram-oriented protocols are not supported under Windows 2000 at
all (although the DCOM configuration utility still allows you to configure them).
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A.6 Remofte Program ID

Before the OPC Server Browser became available, OPC client applications had to search the
registry to generate a list of available OPC servers. Therefore, some older OPC clients need to have a
program ID in the local registry in order to connect to a particular OPC server.

The simplest solution is to install the OPC server software on the client machine even if it is not
used. Alternatively, use the following steps to copy a program ID to the client machine.

Note:

This method may not work for every OPC client. Please check the client documentation for more
information.

1. On the server machine, run REGEDIT as a user that has access rights to the local registry.
2. Expand the HKEY_CLASSES_ROOT key.
3. Find the program ID(s) for the desired OPC server(s).

In the case of Matrikon OPC Setvers, the ID has the form Matrikon.OPC.Device. 1f you quickly
type the first few letters then REGEDIT should jump to the location of that key. Some servers
may have both a version-specific as well as a version-independent program ID. In this case both
ID's should be copied to the client machine.

4. For each program ID, select the key and choose Export Registry File from the Registry menu.
Enter a file name, and then click Save. Be cateful not to overwrite other export files that you are
creating.

5. Copy the exported REG files to the client machine.
6. Merge the REG files into the registry of the client machine.

This should simply be a matter of double clicking on the file from the desktop of the client
machine. Alternatively, run REGEDIT on the client machine and choose Import Registry File
from the Registry menu, selecting each file in turn. This must be done as a user who has write
access to the local registry.

7. Use REGEDIT to check that the program IDs have in fact been copied.
8. Delete the REG files since they are no longer needed.
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Appendix B - ALIASES

B.1 Scaling Expressions

Alias scaling expressions may use any of the expression constructs listed in Table 7-1.

Table 7-1. Expressions Constructs for Alias Scaling

Multiplication, and Division

Construct Description Examples

, Text value (single quotation marks). ‘hello’

text’ ] .
Joe’’s Alias’

-y Addition (or Append), Subtraction, (3*7+1)/8-2

'hi’ + 'there’

=< > <><=>=

Equal To, Less Than, Greater Than, Unequal
To, Less or Equal To, Greater or Equal To

3<4

Logical Not, Logical And, Logical Or

(7>=3)And (1 <> 0)

Not And Or May also be used for binary math. (12And5) =4

TIME Current time as text ‘The time is’ + TIME

DATE Current date as text ‘Today is’ + DATE

INT(x) Returns the integer part of x INT(3.14) = 3

FRAC(x) Returns the fractional part of x FRAC(3.14) = 0.14

SQRT(x) Returns the square root of x SQRT(16) = 4

DIV(x, y) Divides x by y DIV(42,7) =6

IF(expr, x,y) Return§ x if expression evaluates to TRUE, IF(6 <= 12, 0K, Bad’) = ‘0K’
otherwise refurns y

TRUE FALSE Constant Boolean true and false (5 > 6) = FALSE
Returns the data type of x as a fext

TYPEOF(x) description (‘STRING’, 'INTEGER’, ‘FLOAT, TYPEOF('ne110') = ‘STRING'
‘BOOLEAN’, ‘ERROR’).

STR(x) Converts the numeric value x fo text STR(3.14) = "3.14'

UPPER(x) Converts the text value x to all upper case or | UPPER(‘alarm’) = ‘ALARM’

LOWER(x) lower case letters, or the first letter upper LOWER('ALARM') = ‘alarm’

PRETTY(x) case and the rest lower PRETTY('ALARM') = ‘Alarm’

COPY(x, start, length)

Returns a sub-string of the x, copying length
characters starting at start

COPY('FIDDLE', 2,4) = ‘1DDL’

Converts the numeric value x fo text using the | FORMATNUMERIC('# # # #.#',
FORMATNUMERIC(mask, x) | ¢ 0ot mask 123.4567) = '123. 5"
INPUT The incoming value read from OPC INPUT * 3.1415
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Construct Description Examples
OUTPUT The outgoing value written to OPC OUTPUT/ 3.1415
_ Text value (single quotation marks). "hello’
text Haatle Ko

Joe"'s Alias

B.2 CSV File Format

The alias import/expott file contains lines of comma-separated values. Values containing commas ot
). Double-quotation marks occurring inside quoted
values are escaped with an extra double-quotation mark. Lines beginning with a hash mark (#) are

spaces are enclosed in double-quotation marks (

(138

ignored (used for comments). Each line contains the fields listed in Table 7-2.

Table 7-2. Field Descriptions for File Import/Export

Field Description
Name of the alias group folder where the alias belongs. Periods in the name
Alias Group indicate subfolders below the root (i.e. “North.FIC101” = alias group "North"
under the Alias Configuration root and alias group "FIC101" under that).
Alias Name Name of the alias. Full alias path name composed of the alias group path, a
period, and the alias name (i.e. “North.FIC101.CV" for an alias named “CV").
[tem Path Fully qualified item ID for the OPC item to which the alias refers.
Data Type Decimal number indicating the data type for the alias.
Specifies whether the alias is read-only or read-write.
Read-only 0 = read-write
1 = read-only
Specifies whether the alias is polled continuously or not.
Poll Always 0 = only poll as requested by an OPC client (normal)
1 = poll continuously af the specified update rate
Update Rate Update rate (milliseconds) to use with the Poll Always option.
Scaling type for the alias.
0 = none
Scalin 1 = linear
g 2 = square root
3 = gain/offset
4 = expression

When the scaling field specifies linear (1) or square root (2) scaling, the line contains the additional

fields listed in Table 7-3.

Table 7-3. Additional Field Descriptions for File Import/Export: Linear or Square Root Scaling

Field Description
High Raw Raw value range (double-precision real).
Low Raw
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Field Description

High Scaled Scaled value range (double-precision real).

Low Scaled

Clamp options.

0 = none

Clamp 1 = clamp low value

2 = clamp high valve

3 = damp both high and low values

When the scaling field specifies gain/offset (3) scaling, the line contains the additional fields listed in
Table 7-4.

Table 7-4. Additional Field Descriptions for File Import/Export: Offset Scaling

Field Description
Gain Scaling factor (double-precision real).
Offset Scaling offset (double-precision real).

When the scaling field specifies expression (4) scaling, the line contains the additional fields listed in
Table 7-5.

Table 7-5. Additional Field Descriptions for File Import/Export: Linear or Square Root Scaling

Field Description

Input Expression Simple formula applied to the value read from the OPC item.

Simple formula applied to values written to the OPC item. The output formula

Output Expression should be the reciprocal of the input formula.

B.3 Scaling Algorithms

For each type of scaling, a different algorithm (Table 7-6) is applied to values read from the OPC
item. A reverse algorithm is applied to any values written to the OPC item.

Table 7-6. Scaling Algorithms

Scaling Algorithm/Example Reverse Algorithm/Example

Scaled ,,, — Scaled , Raw,. . —Raw,
(x—Raw,,, >[ Heh Lo ] + Scaled (x —Scaled )[ thigh Lo ] + Raw,,,

Linear Raw,,, —Raw,,, Scaled ,,,, — Scaled

Low

NJX—Raw,,, {

Scaled ,,, —Scaled ,,, Raw,,, —Raw,,,
e = ] +Scaled (x—Scaled,,,)’ [( Hieh = J +Ra

m Scaled ., — Scaled |, )2

Square Root

Gain/ . x —Offset
Offset Gain - x + Offset ~Gain
Expression SQRT (INPUT) + 5 (OUTPUT - 5) * (OUTPUT - 5)

@
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Appendix € - Standard Data Types

Table 7-7. Expressions Constructs for Alias Scaling

Hex Dec | Data Type Description

0000 |0 VT_EMPTY Default/Empty (Nothing)

0002 |2 VT 12 2-byte signed integer

0003 |3 VT 14 4-byte signed integer

0004 |4 VT R4 4-byte (single-precision) real

0005 |5 VT _R8 8-byte (double-precision) real
0006 |6 VT (Y Currency

0007 |7 VT_DATE Date

0008 |8 VT_BSTR Text (UNICODE)

000A | 10 VT_ERROR Error code

000B | 11 VT _BOOL Boolean (TRUE = -1, FALSE = 0)
0011 | 16 VT I 1-byte signed integer

0012 |17 VT _un 1-byte unsigned integer

0013 |18 VT _UI2 2-byte unsigned infeger

0014 |19 VT _Ul4 4-byte unsigned infeger

2002 | 8194 | VT_ARRAY | VT 12 Array of 2-byte signed integers
2003 | 8195 | VT _ARRAY | VT 14 Array of 4-byte signed integer
2004 | 8196 | VT_ARRAY | VT_R4 Array of 4-byte (single-precision) real
2005 | 8197 | VT_ARRAY | VT_R8 Array of 8-byte (double-precision) real
2006 | 8198 | VT_ARRAY | VT _CY Array of currency values

2007 | 8199 | VT_ARRAY | VT_DATE Array of dates

2008 | 8200 | VT_ARRAY | VT_BSTR Array of text values

200A | 8202 | VT_ARRAY | VT_ERROR Array of error codes

200B | 8203 | VT_ARRAY | VT_BOOL Array of Boolean values

2011 | 8208 | VT _ARRAY | VT Il Array of 1-byte signed integers
2012 | 8209 | VT_ARRAY | VT _UI Array of 1-byte unsigned integers
2013 | 8210 | VT_ARRAY | VT _UI2 Array of 2-byte unsigned integers
2014 | 8211 | VT_ARRAY | VT _UI4 Array of 4-byte unsigned integers
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Appendix D - Microsoft Excel as a
DDE Client

Microsoft Excel can act as both a DDE Client, and a DDE Server. When using Excel as the Client,
DDE Items can be bound to specific cells in a spreadsheet, creating a read-only “hot link” to the
DDE Items. Using Visual Basic, Excel can also be used to transmit (write) the data contained in a
specific cell of a spreadsheet to a DDE Server.

D.1 DDE Read

To perform a DDE Read using Excel, simply enter a DDE Item as a formula in some Spreadsheet
cell:

=SERVICE |TOPICINAME

Excel will initiate a DDE Advise loop, or “hot link”, to the topic and item within the Service. The
DDE Management system (In this case, Windows) will forward any update sent by the DDE Service,
to the appropriate DDE Client (in this case, Microsoft Excel). The DDE Service is responsible for
update rate / behavior.

To disable a specific hotlink in Excel, use the “Links” option under the “Edit” menu.

Special Characters in Excel

Exccel reserves the use of specific characters for use in any cell. If a SERVICE, TOPIC, or NAME
contains any special characters, surround the specific field with single quotation characters (*):

=SERVICE | TOPICI'NAME’
=SERVICE | TOPIC’’"NAME’
=SERVICE | TOPIC’'INAME

To include single guotation characters in the name, enter two simultaneons single quotation characters:

=matrikon_opc_simulation_1 | Power.Generator”s Value’’1000\’

D.2 DDE Write

To perform any DDE command other than Requests (read) or advise (hot link), a Visual Basic (VB)
function must be used. Most DDE commands are available by using the Application object. For
example, the following function will poke (write) the contents of column 1, row 1 to an item in the
OPC Simulation Server:
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Sub WriteToDDE ()

' open a DDE channel. Field 1 = SERVICE, Field 2 = TOPIC

'channel = DDEInitiate ("matrikon opc_ simulation", "Bucket
Brigade.Real4d")

' poke to the Item 1000\, the value of cell Al
DDEPoke channel, "1000\", Worksheets ("Sheetl").Range ("Al")

' close the channel

DDETerminate channel

End Sub

D.3 Nef DDE

Since DDE commands are routed by the Operating System, it is not possible to establish a DDE
session between two computers unless some transport mechanism is used. This is usually supplied as
a plug-in component of the operating system. In the Windows NT / 2000 Environment, the
NetDDE Windows Service allows DDE communication between two computers.

ODD-MEAYES -0l x|

Shares Help

Figure D-1 - DDE Share

NetDDE must first be configured using the DDEShare application (DDEShare.exe). Each
SERVICE & TOPIC pair, or “NetDDE Share”, that is to be available through NetDDE must be
assigned a unique name.
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